
AffinitySECURE

A Bespoke Proactive Security Management Service only 
available from MIS Corporate Defence Solutions

Service Overview:

Companies increasingly recognise that the Internet is a mission-critical component of their infrastructure.  
Therefore the availability and security of the Internet is no longer a luxury, but a business imperative.  
MIS Corporate Defence Solutions Limited (MIS CDS) is pleased to offer you our AffinitySECURE service 
FREE OF CHARGE as part of our continued commitment to our 500 Managed Service Community.

What is AffinitySECURE?
AffinitySECURE is a our third generation real-time monitoring service developed in-house over 10 years,  
examining critical parameters of our customers’ infrastructure for a wealth of services, including firewalls, 
remote access solutions, web and email security solutions amongst others. 

MIS CDS appreciates that whilst security solutions are vitally important they only serve to enable Internet 
based communication, which is why we are pleased to offer you as part of our service, AffinitySECURE to 
monitor critical services like email, web sites, e-commerce sites and other Internet facing services.

What does AffinitySECURE Offer you?
AffinitySECURE offers you a modular approach with granular reporting along with graphical trend analysis, 
that will trigger alerts and either send it to you or to our dedicated team of Support Engineers within seconds, 
with real-time data before a threat has an opportunity to develop into a problem.  The service is fully 
automated, and is monitored 24 x 7 x 365.  The combination of automated and human experience means that 
issues are recognised at their earliest stage and threats averted, more often than not before our customers are 
aware of any problems.

Key AffinitySECURE Service:

l Proactive Security Management 

l Highly Customisable to meet your needs

l Real-Time Granular Monitoring

l Detailed Graphical Trend Analysis

l Bespoke Alerting Set Up (SMTP, SMS, paging)

l Advance Threat Warnings

l Bespoke Modular Add-On Options



Key Features and Benefits of AffinitySECURE

Real Time Monitoring Service
Feature: Offers:
Disk Space A lack of disk space is a major cause of firewall failure and is often the result 

of increased connections/rejections filling up the log, indicating an attack is 
in progress

Virus Patterns This validates the signature update service for critical servers, ensuring that your 
pattern files and anti-virus engines are up to date. This service can also be used 
to validate updates for URL checker databases

Environmental Checks This service monitors the response time and availability of critical Internet based 
Services, such as web pages or DNS records

Uptime Checks This service will alert against any reboots of your device(s), which can often 
happen overnight and without knowing, will go undetected

VIP Alerting This service shows you if a failover has occurred, something which can go 
undetected and potentially cause a disaster should your second failover device 
also fail

Listening Ports This service allows you to learn which ports are listening for traffic and can identify 
unauthorised installations of programs which could indicate Trojans and viruses

Policy Installations This service allows alerts when any unauthorised work is performed on firewalls

Alerting Mode A fully configurable service according to your specifications, based on thresholds.  
For example, clients often request to be alerted to traffic thresholds as unusual 
levels of traffic as unusual levels can indicate an attack or a fault virtually ANY 
measurable aspect can be put on Alert via AffinitySECURE

Automated Vulnerability
Assessment

The Automated Vulnerability Assessment Service within AffinitySECURE uses 
current best of breed scanning tools to probe and examine a client’s network 
upon request.  This can be scheduled as requested, and generates downloadable, 
easily digestible pdf or html reports. This will allow you to modify service 
settings according to the results and is often used to verify the work of third party 
organisations, or to ensure that a company’s external security profile remains 
consistently high

Backup to Secure Site Key to disaster recovery or contingency planning, MIS CDS will backup your 
system configurations to the MIS CDS centre. This includes rules, system 
configurations, and security settings, to enable rapid restore to normal activity

Unique Security
Management

AffinitySECURE has been developed by MIS CDS experts and is not available 
from any other Service Provider and is the only service to offer a true proactive 
service of its kind in the market place today.  The IT Community is familiar with 
Network Management tools such as Tivoli and HP OpenView. It is important 
not to confuse the MIS CDS AffinitySECURE Service with these tools, but 
understand that most of our successful deployments have been in conjunction 
with these tools offering security specific monitoring for integration into 
enterprise management tools
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For more information on MIS CDS Managed Security Solutions, please contact us directly on:

Tel: +44 (0) 1622 723 456    Fax: +44 (0) 1622 728 580
Email: affinity@mis-cds.com   Web: www.mis-cds.com/affinitysecure

MIS CDS offers a full range of market leading security products and services, the company can diagnose 
an organisations vulnerabilities, secure their issues and manage and update their security infrastructure 
on a proactive 24 x 7 x 365 basis.  The organisation works in close partnership with our customers to 
ensure that their networks and web sites constantly retain optimum security.


